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Введение

В данном документе представлен список операционных систем и программного обеспечения,
поддерживаемых системой “Vulns.io Enterprise VM”:

все указанные ОС и ПО могут быть проверены на уязвимости,
для указанных ОС собирается инвентаризационная информация.

Операционные системы

Linux-дистрибутивы

Alma Linux 8, 9
Alpine 3.2 - 3.17
Amazon Linux 1 - 2
Centos 5 - 8
Debian 3 - 12
openSUSE, openSUSE Leap
Oracle 5 - 8
RedHat 5 - 9
Rocky 8, 9
SUSE (SLED, SLES)
Ubuntu 12.04 - 22.10
Virtuozzo 6,7
Virtuozzo Hybrid Server 7
Altlinux 8, 9, 10
Astra Linux 1.6, 1.7, 4,7, 2.12
Rosa Cobalt 7.3, 7.9
Rosa Enterprise Desktop 7.3, 7.9
RedOS 7.3

Версии Windows

Все текущие десктопные и серверные версии Windows

Программное обеспечение

Linux

Официальные репозитории дистрибутивов

Все пакеты из официальных репозиториев поддерживаемых linux-дистрибутивов
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Anydesk

anydesk (https://anydesk.com/en/downloads/linux)

Asterisk

asterisk (https://www.asterisk.org/downloads/)

Containerd

containerd (https://containerd.io/downloads/)

Docker

docker-ce (https://docs.docker.com/engine/install/)
docker-ce-cli
docker-ce-rootless-extras
docker-compose (https://docs.docker.com/compose/install/)
docker-compose-plugin

Elastic

logstash (https://www.elastic.co/downloads/logstash)
kibana (https://www.elastic.co/downloads/kibana)
elasticsearch (https://www.elastic.co/downloads/elasticsearch)
elastic-agent
elasticsearch-oss

Gitlab

gitlab-ce (https://about.gitlab.com/)
gitlab-ee

Google

google-chrome-stable (https://www.google.com/intl/en_uk/chrome/)

Grafana

grafana (https://grafana.com/grafana/download?edition=oss)
grafana-enterprise (https://grafana.com/grafana/download)
grafana-pcp

Jenkins

jenkins (https://www.jenkins.io/download/)

Libreoffice
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libreoffice-core (https://www.libreoffice.org/download/download-libreoffice/)
libreoffice-gtk3
libreoffice-data
libreoffice-langpack-ru
libreoffice-calc
libreoffice-langpack-en
libreoffice-ure
libreoffice-writer
libreoffice-help-ru
libreoffice-pyuno
libreoffice-ure-common
libreoffice-math
libreoffice-pdfimport
libreoffice-opensymbol-fonts
libreoffice-x11
libreoffice-help-en

Mariadb

mariadb (https://mariadb.com/downloads/)
mariadb-common
mariadb-errmsg
mariadb-server
mariadb-backup
mariadb-gssapi-server
mariadb-server-utils
mariadb-connector-c (https://mariadb.com/downloads/connectors/)
mariadb-connector-c-config

MongoDB

mongodb-org (https://www.mongodb.com/try/download/community)
mongodb-org-mongos
mongodb-org-server
mongodb-org-shell
mongodb-org-tools
mongodb-database-tools (https://www.mongodb.com/try/download/database-tools)
mongo-java-driver (https://www.mongodb.com/docs/drivers/java-drivers/)
mongodb-driver
mongodb-driver-sync
mongodb-driver-legacy
mongodb-client-encryption module (https://mongodb.github.io/node-mongodb-
native/3.4/reference/client-side-encryption/)
mongodb-compass (https://www.mongodb.com/try/download/compass)
mongodb-mms (https://www.mongodb.com/try/download/ops-manager)

Mozilla
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firefox (https://www.mozilla.org/ru/firefox/)
firefox-esr (https://www.mozilla.org/ru/firefox/enterprise/)
nss (https://wiki.mozilla.org/NSS:Release_Versions)
seamonkey (https://www.seamonkey-project.org/releases/)
thunderbird (https://www.thunderbird.net/ru/)

Nginx

nginx (https://nginx.org/ru/download.html)
nginx-mod-http-image-filter
nginx-all-modules
nginx-mod-http-perl
nginx-mod-stream
nginx-mod-mail
nginx-filesystem
nginx-mod-http-xslt-filter

Node.js

nodejs (https://nodejs.org/en/download)
nodejs-docs

Openssl

openssl (https://www.openssl.org/source/)
openssl-libs

Opera

opera-stable (https://www.opera.com/download)

Oracle

mysql (https://www.mysql.com/downloads/)
mysql-common
VirtualBox (https://www.virtualbox.org/wiki/Linux_Downloads)

Pidgin

pidgin (https://pidgin.im/install/)

Postgresql

postgresql (https://www.postgresql.org/download/)

Putty

putty (https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html)
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RealVNC

vncserver-x11
realvnc-vnc-viewer (https://www.realvnc.com/en/connect/download/viewer/)
xvnc

Redis

redis (https://redis.io/download/)
redis-server

Samba

samba (https://www.samba.org/samba/download/)
samba-client
samba-common
samba-common-bin
samba-common-libs
samba-common-tools
samba-dsdb-modules
samba-libs
samba-libs-python3
samba-vfs-modules
libsamba-credentials0
libsamba-errors0
libsamba-hostconfig0
libsamba-passdb0
libsamba-policy0-python3
libsamba-util0
python-samba

Teamviewer

teamviewer (https://www.teamviewer.com/en/download/linux/)
teamviewer-iot-agent (https://www.teamviewer.com/en/iot/documentation/teamviewer-iot-
documentation/#installation)
teamviewer-host
teamviewer-host-suse
teamviewer-suse

The Git Development Community

git (https://git-scm.com/download/linux)

VLC Media Player

vlc (https://www.videolan.org/vlc/)
vlc-core
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Wireshark

wireshark (https://www.wireshark.org/download.html)
wireshark-cli

Zammad

zammad (https://zammad.com/en/releases)

Zoom

zoom (https://zoom.us/download)

Яндекс

yandex-browser-stable (https://browser.yandex.ru/)

Windows

7-Zip

7-Zip

ABB

ABB Automation Builder Platform
ABB Drive Application Builder Platform
ABB E-Design
ABB Virtual Drives
ABB ZEE600
ABB Zenon

Acronis

Acronis Agent
Acronis Cloud Manager
Acronis Cyber Backup 12.5
Acronis Cyber Protect 15
Acronis Cyber Protect Home Office
Acronis Snap Deploy
Acronis True Image 2020
Acronis True Image 2021
Acronis Vss Doctor

Adobe

Adobe Acrobat 2015
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Adobe Acrobat 2017
Adobe Acrobat 2020
Adobe Acrobat DC
Adobe Acrobat Reader 2015
Adobe Acrobat Reader 2017
Adobe Acrobat Reader 2020
Adobe Acrobat Reader DC
Adobe Acrobat Reader DC 2017
Adobe Aem Forms Add-on
Adobe After Effects
Adobe After Effects Cc 2019
Adobe Animate
Adobe Animate 2021
Adobe Animate 2022
Adobe Animate CC 2019
Adobe Application Manager
Adobe Audition
Adobe Brackets
Adobe Bridge
Adobe Bridge CC
Adobe Campaign
Adobe Campaign Classic
Adobe Campaign Standard
Adobe Captivate 2019
Adobe Character Animator 2020
Adobe Character Animator 2021
Adobe Character Animator 2022
Adobe Character Animator CC 2019
Adobe Coldfusion 2018
Adobe Coldfusion 2021
Adobe Commerce
Adobe Connect
Adobe Creative Cloud Desktop Application
Adobe Digital Edition
Adobe Dimension
Adobe Dng Software Development Kit
Adobe Download Manager
Adobe Dreamweaver
Adobe Experience Manager
Adobe Experience Manager Forms
Adobe Flash Player
Adobe Flash Player Installer
Adobe Framemaker
Adobe Genuine Service
Adobe Illustrator 2020
Adobe Illustrator 2021
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Adobe Illustrator 2022
Adobe Illustrator CC 2019
Adobe Incopy
Adobe Indesign
Adobe Lightroom
Adobe Lightroom Classic
Adobe Magento Commerce
Adobe Magento Commerce 2
Adobe Magento Community Edition
Adobe Magento Enterprise Edition
Adobe Magento Open Source
Adobe Magento Open Source 2
Adobe Media Encoder
Adobe Ops-cli
Adobe Photoshop 2020
Adobe Photoshop 2021
Adobe Photoshop 2022
Adobe Photoshop CC
Adobe Photoshop CC 2017
Adobe Photoshop CC 2018
Adobe Photoshop CC 2019
Adobe Photoshop Elements
Adobe Prelude
Adobe Prelude CC 2019
Adobe Premiere Elements
Adobe Premiere Pro
Adobe Premiere Pro CC 2019
Adobe Premiere Rush
Adobe Reader Mobile
Adobe Shockwave Player
Adobe Technical Communications Suite
Adobe Xmp-toolkit-sdk

Anydesk

Anydesk

Apache

Apache Jk Connector
Apache Native Connector
Apache Standard Taglib
Apache Tomcat

ARC Informatique

PcVue
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Atlassian

Atlassian Confluence

Avast

Avast Antivirus

Aveva

Aveva Citect Scada
Aveva Vijeo Citect

Aviatrix

Aviatrix Vpn Client

Avira

Avira Antivirus
Avira Security

AVG

AVG Antivirus

Bentley

Bentley Contextcapture Viewer
Bentley Microstation
Bentley Synchro 4d Pro
Bentley Synchro Pro
Bentley View

Bitdefender

Bitdefender Antivirus Free
Bitdefender Antivirus Plus
Bitdefender Endpoint Security
Bitdefender Endpoint Security Tools
Bitdefender Internet Security
Bitdefender Total Security
Bitdefender Vpn

Bosch

Bosch Access Management System
Bosch Access Professional Edition
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Bosch BVMS Viewer
Bosch Configuration Manager
Bosch Monitor Wall
Bosch Video Recording Manager
Bosch Video Streaming Gateway

B&R

B&R Automation Runtime
B&R Automation Studio
B&R Technology Guarding

Codesys

Codesys Development System
Codesys Gateway
Codesys Installer

Docker

Docker Desktop
Docker Engine

Dräger

Dräger CC-Vision Classic Basic
Dräger Polysoft
Dräger Protector Software
Dräger Regard Configuration Software
Dräger X-Dock Manager

Eset

Eset Antivirus
Eset Endpoint Antivirus
Eset Endpoint Encryption
Eset Endpoint Security
Eset Enterprise Inspector
Eset File Security
Eset Full Disk Encryption
Eset Internet Security
Eset Mail Security For IBM Domino
Eset Mail Security For Lotus Domino
Eset Mail Security For Microsoft Exchange Server
Eset Mail Security For MS Exchange Server
Eset Nod32 Antivirus
Eset Remote Administrator
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Eset Secure Authentication RDP Component
Eset Security For Kerio
Eset Security For Microsoft Sharepoint Server
Eset Security For Sharepoint Server
Eset Server Security
Eset Smart Security

Evernote

Evernote

Fortinet

Forticlient
Forticlient Lite
Forticlient VPN
Fortifone

Foxit

Foxit 3d Plugin Beta
Foxit Advanced Pdf Editor
Foxit Enterprise Reader
Foxit Jpeg2000 Jbig Decoder Add-on
Foxit Jpeg2000 Jbig2 Decoder Add-on
Foxit Pdf Activex
Foxit Pdf Compressor
Foxit Pdf Editor
Foxit Pdf Reader
Foxit Pdf Sdk Activex
Foxit Pdf Sdk Dll
Foxit Pdf Sdk For Web
Foxit Pdf Toolkit
Foxit Phantompdf
Foxit Quick Pdf Library
Foxit Reader
Foxit Studio Photo

Google

Google Chrome

Grafana

Grafana

Hirschmann
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Hirschmann Hifusion
Hirschmann Industrial Hivision

Inductive Automation

Ignition

Infotecs

Infotecs Vipnet Client
Infotecs Vipnet Coordinator

Ivanti

Ivanti Avalanche

Jenkins

Jenkins LTS
Jenkins Weekly

Jetbrains

Jetbrains Academy
Jetbrains Account
Jetbrains Blog
Jetbrains Clion
Jetbrains Code With Me
Jetbrains Datalore
Jetbrains Documentation
Jetbrains Dotpeek
Jetbrains Dottrace
Jetbrains Exception Analyzer
Jetbrains Goland
Jetbrains Hub
Jetbrains Idetalk Plugin
Jetbrains Intellij Idea
Jetbrains Jetprofile
Jetbrains Kotlin
Jetbrains Ktor
Jetbrains Mps
Jetbrains Phpstorm
Jetbrains Plugin Marketplace
Jetbrains Pycharm
Jetbrains Remote Development
Jetbrains Resharper
Jetbrains Rider
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Jetbrains Rubymine
Jetbrains Scala
Jetbrains Scala Plugin
Jetbrains Space
Jetbrains Teamcity
Jetbrains Teamcity Cloud
Jetbrains Toolbox App
Jetbrains Upsource
Jetbrains Vim Plugin
Jetbrains Website
Jetbrains Webstorm
Jetbrains Youtrack

Kaspersky

Kaspersky Anti-virus
Kaspersky Endpoint Security
Kaspersky Internet Security
Kaspersky Password Manager
Kaspersky Security Cloud
Kaspersky Small Office Security
Kaspersky Total Security
Kaspersky VPN

Kofax

Kofax Power Pdf Advanced

Libreoffice

Libreoffice

ManageEngine

ManageEngine Servicedesk Plus
ManageEngine Servicedesk Plus - MSP

Mariadb

Mariadb
Mariadb Connector C

Mattermost

Mattermost Boards
Mattermost Desktop App
Mattermost Packages
Mattermost Plugins
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Mattermost Server

Microsoft

Microsoft .NET 5.0 - 8.0
Microsoft .NET Core 1.0 - 3.1
Microsoft ASP.NET 1.0 - 8.0
Microsoft Edge
Microsoft Powershell (Powershell Core) 6 - 7
Microsoft SQL Server 2017 - 2022
Microsoft ODBC Driver for SQL Server 17 - 18
Microsoft OLE DB Driver for SQL Server 18 - 19
Microsoft Visual Studio 2010 - 2022
Microsoft Visual Studio Code

Microsoft Office 2021

Microsoft Office 2021
Microsoft Visio 2021
Microsoft Office LTSC 2021
Microsoft Visio LTSC 2021

Microsoft Office 2019

Microsoft Office 2019
Microsoft Visio 2019

Microsoft Office 2016

Microsoft Office 2016
Microsoft Access 2016
Microsoft Excel 2016
Microsoft OneNote 2016
Microsoft Outlook 2016
Microsoft PowerPoint 2016
Microsoft Project 2016
Microsoft Publisher 2016
Microsoft Skype For Business 2016
Microsoft Visio 2016
Microsoft Word 2016

Microsoft Office 2013

Microsoft Office 2013
Microsoft Access 2013
Microsoft Excel 2013
Microsoft Infopath 2013
Microsoft Lync 2013
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Microsoft OneNote 2013
Microsoft Outlook 2013
Microsoft PowerPoint 2013
Microsoft Project 2013
Microsoft Publisher 2013
Microsoft Visio 2013
Microsoft Word 2013

Microsoft Office 2010

Microsoft Office 2010
Microsoft Access 2010
Microsoft Excel 2010
Microsoft Lync 2010
Microsoft OneNote 2010
Microsoft Outlook 2010
Microsoft PowerPoint 2010
Microsoft Project 2010
Microsoft Publisher 2010
Microsoft Visio 2010
Microsoft Visio Viewer 2010
Microsoft Word 2010

Microsoft .NET Framework

Microsoft .NET Framework 2.0 SP 2
Microsoft .NET Framework 3.0 SP 2
Microsoft .NET Framework 3.5
Microsoft .NET Framework 3.5.1
Microsoft .NET Framework 4.5.2
Microsoft .NET Framework 4.6
Microsoft .NET Framework 4.6.1
Microsoft .NET Framework 4.6.2
Microsoft .NET Framework 4.7
Microsoft .NET Framework 4.7.1
Microsoft .NET Framework 4.7.2
Microsoft .NET Framework 4.8
Microsoft .NET Framework 4.8.1

Mozilla

Mozilla Firefox
Mozilla Firefox ESR
Mozilla Focus
Mozilla Netscape Portable Runtime
Mozilla Nss
Mozilla Openh264
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Mozilla Seamonkey
Mozilla Suite
Mozilla Thunderbird
Mozilla Thunderbird ESR
Mozilla VPN

MongoDB

MongoDB Compass
MongoDB Database
MongoDB Tools

Norton

Norton 360
Norton Antispam
Norton Antivirus
Norton Download Manager
Norton Internet Security
Norton Password Manager
Norton Power Eraser
Norton Remove And Reinstall
Norton Save And Recovery
Norton Security
Norton Systemworks
Norton Utilities

Notepad

Notepad++

Open Design Alliance

Drawings Explorer
Drawings SDK
ODA PRC SDK
ODA Viewer

Openoffice

Openoffice

Opera

Opera
Opera Crypto
Opera GX
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Oracle

Oracle Database
Oracle Java Se Development Kit
Oracle Mysql Client
Oracle Mysql Cluster
Oracle Mysql Connector
Oracle Mysql Enterprise Backup
Oracle Mysql Enterprise Monitor
Oracle Mysql Server
Oracle Mysql Shell
Oracle Mysql Shell For Vs Code
Oracle Mysql Workbench
Oracle Vm Virtualbox

Parallels

Parallels Access

PDF-XChange

PDF-XChange Editor

Pidgin

Pidgin

Postgresql

Postgresql

Putty

Putty

Python

Python

RealVNC

VNC Enterprise Edition
VNC Free Edition
VNC Personal Edition
VNC Server
VNC Viewer

Siemens
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Siemens Automation License Manager
Siemens Totally Integrated Automation Portal
Simatic S7-PLCSIM
Simatic Step 7
Simatic Step 7 TIA Portal
Simatic WinCC
Simatic WinCC Runtime Advanced
Simatic WinCC Runtime Professional
Simatic WinCC TIA Portal
Siemens WinCC OA

Softing Industrial

Softing Edgeaggregator
Softing Edgeconnector
Softing Edgeconnector 840D
Softing Edgeconnector Modbus
Softing Edgeconnector Siemens
Softing Edgegate
Softing Mobilink
Softing OPC Classic SDK
Softing OPC Suite
Softing OPC UA C++ SDK
Softing OPC UA .NET SDK
Softing OPC UA .NET Standard SDK
Softing Secure Integration Server
Softing Smartlink HW-dp
Softing TH Scope
Softing Uagate
Softing Uagate Mb
Softing Uagate Si
Softing Uagate840d
Softing Uatoolkit Embedded

Solarwinds

Solarwinds Database Performance Analyzer
Solarwinds Kiwi Cattools
Solarwinds Kiwi Syslog Server
Solarwinds Patch Manager
Solarwinds Platform (Orion Platform)
Solarwinds Serv-u Gateway
Solarwinds Toolset
Solarwinds Web Help Desk

Sophos
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Sophos Connect

Splashtop

Splashtop Software Updater
Splashtop Streamer

Splunk

Splunk Enterprise

Teamviewer

Teamviewer
Teamviewer Iot

The Git Development Community

Git for Windows

Total Commander

Total Commander

Ultraiso

Ultraiso Premium

Unified Automation

Unified OPC UA SDK .NET
Unified OPC UA SDK ANSI C
Unified OPC UA SDK C++
Unified High Performance OPC UA SDK
Uaexpert
Uagateway
UaModeler
UaGDS

Veritas

Veritas Access
Veritas Access Appliance
Veritas Aptare
Veritas Aptare IT Analytics
Veritas Backup Exec
Veritas Backup Exec Remote Agent
Veritas Cloudpoint
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Veritas Cluster Server
Veritas Desktop And Laptop Option
Veritas Enterprise Vault
Veritas Flex Appliance
Veritas Flex Scale
Veritas Infoscale
Veritas Infoscale Availability
Veritas Infoscale Enterprise
Veritas Infoscale Operations Manager
Veritas Netbackup
Veritas Netbackup Appliance
Veritas Netbackup Client
Veritas Netbackup Flex Scale
Veritas Netbackup Flex Scale Access Appliance
Veritas Netbackup Flex Scale Appliance
Veritas Netbackup Media Server
Veritas Netbackup Opscenter Analytics
Veritas Netbackup Opscenter Server
Veritas Netbackup Primary Server
Veritas Netbackup Resiliency Platform
Veritas Netbackup Server
Veritas Netbackup Virtual Appliance
Veritas Resiliency Platform
Veritas Storage Foundation HA
Veritas System Recovery

Videolan

VLC Media Player

VISAM

VISAM Automation Base (VBase)

Vmware

Vmware Horizon Client
Vmware Player
Vmware Remote Console
Vmware Tools
Vmware Vsphere Client
Vmware Workstation

Westerndigital

Westerndigital Dashboard
Westerndigital Edgerover
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Westerndigital Flashback
Westerndigital G-raid
Westerndigital G-raid Driver
Westerndigital Ibi
Westerndigital My Cloud
Westerndigital My Cloud Home
Westerndigital Sandisk SSD Dashboard
Westerndigital SSD Dashboard
Westerndigital WD Cloud
Westerndigital WD Discovery

Winpcap

Winpcap

Winrar

Winrar

Wireshark

Wireshark

XnSoft

XnView
XnView MP

Zoom

Zoom Client
Zoom Client For Vdi
Zoom Connector
Zoom Controller For Rooms
Zoom Keybase
Zoom Meeting Sdk
Zoom Outlook Plugin
Zoom Plugin For Azure
Zoom Plugin For Citrix
Zoom Plugin For Vmware
Zoom Rooms
Zoom Sdk
Zoom Video Sdk

Яндекс

Яндекс.Браузер
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Сетевые устройства

Матрица поддержки инвентаризации и сканирования

Тип устройства / Вендор Инвентаризация Аудит уязвимостей

Маршрутизаторы

Cisco IOS да да

Cisco IOS-XE да да

Cisco NX-OS да да

Huawei (NetEngine) да да

Juniper (JunOS) да да

Fortinet (FortiOS) да да

MikroTik (RouterOS) да да

Eltex да да

Межсетевые экраны

Cisco ASA да да

Cisco FTD да да

Cisco FMC да да

Huawei да

Juniper (JunOS) да да

Fortinet (FortiOS) да да

Palo Alto (PAN-OS) да да

Usergate да да

Коммутаторы

Huawei (CloudEngine) да да

Eltex да да

Aruba (ArubaOS-CX) да да

Cisco

маршрутизаторы: Cisco IOS, Cisco IOS-XE, Cisco NX-OS,
межсетевые экраны: Cisco ASA, Cisco FTD, Cisco FMC.

Huawei

маршрутизаторы (NetEngine),
межсетевые экраны,
коммутаторы (CloudEngine).
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Juniper

маршрутизаторы на JunOS,
межсетевые экраны на JunOS.

Fortinet

маршрутизаторы на FortiOS,
межсетевые экраны на FortiOS.

MikroTik

маршрутизаторы на RouterOS.

Eltex

маршрутизаторы:
Eltex ESR-200,

коммутаторы:
Eltex MES1124M,
Eltex MES1124MB,
Eltex MES2124M,
Eltex MES2124MB,
Eltex MES2124P,
Eltex MES3124,
Eltex MES3108F,
Eltex MES3116F,
Eltex MES3124F.

Palo Alto Networks

межсетевые экраны на PAN-OS.

Usergate

межсетевой экран нового поколения.

Aruba

коммутаторы на ArubaOS-CX.
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